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What is SPDX? 
§  Standard: 

•  A standard format for communicating the licenses and 
copyrights associated with software packages 

§  Guiding principles: 
•  Human and machine readable 
•  Focus on capturing facts; avoid interpretations 

§  Vision:  
•  To help reduce redundant work in determining software 

license information and facilitate compliance 



Using SPDX to describe compliance info 

 
1.  Use SPDX License List short identifiers 
 
2.  Provide an SPDX document 
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Use SPDX License List short identifiers 

§  SPDX License List is a list of (common) open source 
licenses 

§  Contains name, identifier, license text, reference URL’s, 
whether OSI approved, and standard headers 

§  Matching guidelines to help determine if the license text 
matches the text (and templates for some licenses) 

§  Backed by an active organization which maintains the 
license list 
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Use SPDX License List short identifiers 
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SPDX short license identifiers in Files 
§  Easy to use, concise format and easy to read 

•  Developers detest needing to put 50 lines of boiler plate license 
before 10 lines of code that implements a function. 

§  Reliable 
•  Use matching guidelines 

§  Machine-readable 
•  Makes it easy to produce an SPDX document 

§  Guidance on how to use: 
•  http://wiki.spdx.org/view/Technical_Team/SPDX_Meta_Tags 
•  Will formally be included as part of SPDX 2.1 
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§  Use the license expression syntax 
•  Operators allow various combinations, etc.  

§  See SPDX 2.0 specification, Appendix IV for 
details 

What if more than one license applies or 
you have a choice of licenses? 



What to do? 

Ruby OR GPL-2.0+!
Ruby OR BSD-2-Clause!
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SOURCE:	
  h*p://indieberries.blogspot.com/2013/12/cartoon-­‐wifi-­‐signals.html	
  



License expression syntax 
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AND! Conjunctive licenses  
(more than 1 license applies) 

OR! Disjunctive licenses (choice) 

WITH! Exceptions  
(apply an exception to the main license) 

+! Or later versions of license allowed 



Additional SPDX License List Info 

§  Human and machine readable at http://spdx.org/licenses 
§  Tools to programmatically access the SPDX License List: 

•  RDFa machine readable access 
•  JSON file at http://spdx.org/licenses/licenses.json 

§  For tools support, see the tech report “Accessing SPDX 
Licenses”  
•  http://spdx.org/publications/tool-documentation/

accessing-spdx-licenses  



Using SPDX to describe license information 

 
1.  Use SPDX License List short identifiers 
 
2.  Provide an SPDX document 
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Supported SPDX Document Formats 
tag:value 
 
 
 
 
 
 
        Tool consumable RDF/XML 
 
 



… and can translate to spreadsheets 
tag:value 
 
 
 
 
 
 
 
 
Tool consumable RDFa 
 
                                       spreadsheets 
 



Package	
  InformaGon	
  

SPDX	
  v2.0	
  Document	
  contains:	
  

Document	
  CreaGon	
  InformaGon	
  

Package	
  InformaGon	
  

Other	
  Licensing	
  InformaGon	
  Other	
  Licensing	
  InformaGon	
  

Other	
  Licensing	
  InformaGon	
  File	
  InformaGon	
  

Other	
  Licensing	
  InformaGon	
  
AnnotaGons	
  

Other	
  Licensing	
  InformaGon	
  RelaGonships	
  

What makes up an SPDX Document? 



Document and Creation Information 
§  SPDX Version (used in creation of SPDX file)  
§  Data License (Licensing of meta data)   
§  SPDX Identifier for the document itself 
§  Name of this Document 
§  SPDX Document Namespace (URI) 
§  External SPDX Doc References 
§  License List Version 
§  Creator (how was the file created) 

•  Manual review (who, when) 
•  Tool (id, version, when) 

§  When was it created 
§  Comments on creator and document itself 



Package Information 
▪  Identification 
▪  Formal Name of Package (Full name given by  originator and version information) 
▪  SPDX Identifier (unique ID for referencing from elsewhere) 
▪  Package File Name (Name package obtained under (.tar, .rpm, etc.)) 
▪  Package Supplier and Originator 
▪  Package Download Location (download URL) 
▪  Package Verification Code and Checksum (SHA1, MD5, SHA256) 
▪  Package Homepage and Source Information 

▪  Licensing for Package 
▪  Declared License- License(s) that has/have been asserted for the package 
▪  Concluded License- License that Creator has concluded 
▪  List of file licenses 
▪  Comments Field (for example, to explain conclusion) 

▪  Copyright Text 
▪  Description of Package (summary and detailed options) and comments about the 

package 
 



File Information 
▪  Identification 
▪  File Name 
▪  SPDX Identifier (for referencing from elsewhere) 
▪  File Type (source, binary, archive,application,audio,image,text,video,documentation,spdx) 
▪  Artifact of Project Name, Homepage & URI (project it came from)  
▪  File Checksum (SHA1, MD5, SHA256) 

▪  Licensing for File 
▪  Concluded License (license determined by SPDX file creator) 
▪  License Information in File 
▪  Comments on License 

▪  Copyright Text 
▪  File Notices 
▪  File Contributor 
▪  File Comments 

 
 



Other Licensing Information 
▪  Identifier Assigned (unique short form to this document) 
▪  Extracted Text 
▪  Name of License 
▪  Cross References 
▪  Comments  

 

 
 
 
NOTES:  
▪  Provides a way to identify licenses not on the SPDX License List. 
▪  Aim for ~90% coverage with standard short forms license identifiers - NOT exhaustive  
▪  Although there are a lot of licenses “in the wild,” a smaller number covers most projects 
 

 



Relationships between Elements 
Each SPDX Document has a unique identifier 
Elements within a document have an identifier 
unique to the SPDX document (e.g. Document 
itself, Package, File & License) 
Elements in external documents are referenced 
using the external document ID followed by the 
local unique reference.  

SPDX Document A 
…. 
SPDXRef-­‐DOCUMENT… 
… 
File Name: ./abc/def  
SPDXID:	
  SPDXRef-­‐201	
  
… 

SPDX Document B 
…. 
ExternalDocumentRef:	
  DocumentRef-­‐A	
  …	
  	
  
… 
...	
  
...	
  DocumentRef-­‐A:SPDXRef-­‐DOCUMENT… 
	
  
...	
  
…	
  DocumentRef-­‐A:SPDXRef-­‐201...	
  

… 



SPDX reflects package relationships 
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MQ	
  Apache	
  

Je*y	
  Web	
  Container	
  

javax.servlet	
  

Apache	
  MQ	
  
package	
  

Je*y	
  Web	
  Container	
  
package	
  

javax.servlet	
  
package	
  

Package	
   SPDX	
  Document	
  

contains	
  

contains	
  

cont’d	
  
by	
  

cont’d	
  
	
  by	
  



Review Information 

▪  Reviewer 
▪  Review Date 
▪  Review Comment 



Annotations 
Annotation allows for comments on any SPDX element. 
 

Annotations can provide a change log for any changes made to 
specific SPDX elements. 
 

Annotations contain: 
§  annotator (the person, company, or tool which provided the annotation)  
§  date the annotation made  
§  type of annotation (review or other) 
§  SPDX identifier reference (element the annotation refers to)  
§  comments 



Document	
  Crea9on	
  Informa9on	
  
2.1	
  SPDX	
  Version.	
  
2.2	
  Data	
  License	
  
2.3	
  SPDX	
  Iden9fier	
  
2.4	
  Document	
  Name	
  
2.5	
  SPDX	
  Document	
  Namespace	
  
2.8	
  Creator	
  	
  
2.9	
  Created	
  

Provide an SPDX document 

Package	
  Informa9on	
  
3.1	
  Package	
  Name	
  	
  
3.2	
  Package	
  SPDX	
  Iden9fier	
  
3.7	
  Package	
  Download	
  Loca9on	
  
3.8	
  Package	
  Verifica9on	
  Code	
  	
  
3.12	
  Concluded	
  License	
  	
  
3.13	
  All	
  Licenses	
  Informa9on	
  from	
  Files	
  
3.14	
  Declared	
  License	
  
3.16	
  Copyright	
  Text	
  	
  

File	
  Informa9on	
  
4.1	
  File	
  Name	
  
4.2	
  File	
  SPDX	
  Iden9fier	
  	
  
4.4	
  File	
  Checksum	
  	
  
4.5	
  Concluded	
  License	
  	
  
4.6	
  License	
  Informa9on	
  in	
  File	
  
4.8	
  Copyright	
  Text	
  	
  

1	
  per	
  document	
  

1	
  per	
  package	
  in	
  
document	
  

1	
  per	
  file	
  in	
  
each	
  package	
  



Why create an SPDX document? 
§  Can be very descriptive 

•  contains copyrights, relationships, creation, provenance 
§  Can be easily translated to human readable form  

•  e.g., spreadsheet 
§  Integrates with various open source and commercial tools 

§  REALLY helps the downstream consumers clearly 
understand the upstream licensing intent!  



Creating an SPDX document 

Requires some tooling since the package verification code is 
generated by file checksums 

Source	
  

Meta	
  data	
  

Tool	
  
SPDX	
  

Document	
  



Open Source Tools supporting SPDX 
Analysis Tools 
§  FOSSology 

•  Install yourself: http://www.fossology.org/projects/fossology  
•  Public instance: https://fossologyspdx.ist.unomaha.edu/ 
•  3.0 Preview: http://52.89.71.213/repo/ (testuser/test) 

§  TripleCheck: 
•  Documentation:  http://triplecheck.net/download.html 
•  Source: https://github.com/triplecheck/triplecheck.github.io 

§  DoSOCS: produce SPDX, store that info in relational database, extract info on request 
•  https://github.com/DoSOCSv2/DoSOCSv2  

§  Debsources: Debian source database generates SPDX https://sources.debian.net/  
§  AIRS: Analysis and export tool  https://github.com/spdx/airs/ 



Open Source Tools supporting SPDX 
SPDX format validation and translation tools:  http://spdx.org/tools  
§  Java code providing access the SPDX Standard Libraries 
§  Binary .jar files available:  http://spdx.org/spdx-tools/tools-from-the-spdx-workgroup 
§  Source code available: 

•  git.spdx.org – spdx-tools project home 
•  https://github.com/spdx/tools - mirror 

§  Bugs / enhancement ideas can be reported: 
•  bugs.linuxfoundation.org – project SPDX/tools 
•  Github issues tracking 
 

Contributions welcome! 



Open Source Tools supporting SPDX 
Build system plug-ins: 
§  Maven plug-in: uses Maven license data to generate SPDX document 

•  https://github.com/goneall/spdx-maven-plugin 
§  Experimental Eclipse plug-in: 

•   https://github.com/goneall/SpdxEclipsePlugin 

Help and ideas here on getting effective plugin’s created for CI loops are very welcome. 
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Commercial Tools supporting SPDX documents 
§  Wind River:  

•  Free to submit code and it sends you an SPDX document http://spdx.windriver.com  
§  Black Duck:   

•  Creates and consumes SPDX documents https://www.blackducksoftware.com/products/spdx 
§  Protecode 

•  Creates SPDX document http://www.protecode.com/license-compliance-is-evolving-with-spdx/ 
§  Source Auditor 

•  Creates SPDX documents http://sourceauditor.com/blog/source-auditor-supports-spdx-2/ 
§  TripleCheck 

•  Creates SPDX documents http://triplecheck.net/what-we-do.html 
§  WhiteSource 

•  Creates SPDX documents http://docs.whitesourcesoftware.com 
 



Analysis of License Quality? 
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§  August 2015 Windriver introduced concept of a License Quality Grade 
(LQG) measuring the license discipline of a software package (A+ to F) 

§  Although a top level license often exists, the emphasis is on individual 
source file licenses  

 
 

§  LQG = % of copyrightable source files with clear licensing terms contained 
within the set of source files (ie. package) analyzed.  

§  A license notice as simple as the following is sufficient: 
        “This file is licensed under the GPL-2.0.”  



License Quality Grade 

Grade	
   License	
  Quality	
  Index	
  
A+	
   970	
  -­‐	
  1000	
  
A	
   930	
  -­‐	
  969	
  
A-­‐	
   900	
  -­‐	
  929	
  

B+	
   850	
  -­‐	
  899	
  
B	
   800	
  -­‐	
  849	
  
B-­‐	
   750	
  -­‐	
  799	
  

C+	
   700	
  -­‐	
  749	
  
C	
   650	
  -­‐	
  699	
  
C-­‐	
   550	
  -­‐	
  649	
  

D+	
   500	
  -­‐	
  549	
  
D	
   400	
  -­‐	
  499	
  
D-­‐	
   300	
  -­‐	
  399	
  

F	
   <=	
  299	
  

•  LQI	
  =	
  %	
  of	
  source	
  files	
  with	
  license	
  noGces	
  *	
  1000	
  
•  Grade	
  based	
  on	
  table	
  	
  values	
  
•  Grade	
  bump	
  from	
  F	
  to	
  D	
  if	
  License.txt	
  exists	
  
	
  

•  For	
  example:	
  
	
  	
  	
  	
  	
  	
  LQG	
  =	
  Table(LQI)	
  =	
  	
  86.3%	
  *	
  1000	
  =	
  863	
  =	
  B+	
  

Table(LQI)	
  



License Quality Grade (LGA) 

ironic-­‐sysinv-­‐1.0.tar.bz2	
   novnc-­‐0.4.tar.bz2	
  

OpenStack	
  Packages:	
  
keyring-­‐3.2.zip	
  



CC0	
  –	
  from	
  Pixabay	
  



More Info on SPDX  
§  Best practices for creating SPDX documents:

http://wiki.spdx.org/view/Technical_Team/Best_Practices 

§  spdx.org à General information 
§  spdx.org/licenses à SPDX License List 
§  spdx.org/tools à SPDX Tools 

§  wiki.spdx.org à 
•  Wiki for technical, business, and legal teams 
•  Contains information on joining the mailing lists and calls 



Features Planned for SPDX 2.1 
§  Additional Use Case Supported: 

•  Snippets! 
•  Enhanced Options for External References 

o Linkage to standard source repositories via External Identifiers 
o Reference to packages without source accessible to be analyzed.  

•  Linking to Security Identifiers (CPE, SWID) 

§  Syntax for using SPDX license identifiers in source files. 
•  See: http://wiki.spdx.org/view/Technical_Team/SPDX_Meta_Tags 
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Want to help? 
§  If your analysis tool doesn’t provide or consume SPDX documents – ask your 

vendor for it! 

§  Encourage your Developers, Testers and Writers to help with the Open 
Source based tools working with SPDX. 
•  Adding SPDX tag:value format to FOSSology, SPDX tools, and other open 

source projects 
•  Extend the open source based tools to implement with the use cases you 

care about. 
§  Join one of the SPDX teams (see: www.spdx.org) , ask questions on the mail 

lists, file bugs for areas where your use case can’t be handled. 

§  Email me at stewart@linux.com with your idea 
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Thank you! 

Questions? 
 
kstewart@linuxfoundation.org 

43 


