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USB gadget USB and functions
Configfs USB gadget
Userspace Gadget implementation in Linux

host += function

e USB: host, device .l
e extend the host with
L L

some function(s)
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USB gadget USB and functions
Configfs USB gadget
Userspace Gadget implementation in Linux

USB device composition

CONFIG 1 CONFIG 2

*
'ﬁ*ﬁf’*

CONFIG 3 functions
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USB gadget

USB gédg“et e )
enumeration
e Device connected,
presents itself B -

e Host decides what to do
and how to talk to it
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USB gadget f
USB gadget

gadget = UDC + function(s)

e A piece in hardware:

UDC/OTG/
e Functions: HW or SW

’ << something >> ‘

i

’ usb_gadget_driver ‘

e UbC

i (e.g. s3c-hsotg)
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USB gadget

Gadget implementation in Linux

composite framework

» factor out repeated parts of code
« drivers/usb/gadget/composite.c
» reusable functions’ implementations
f acm.c
f serial.c
f obex.c
f ecm.c, f _ecm subset.c, f eem.c, f ncm.c, f rndis.c
f phonet.c
f mass_storage.c
f uvc.c
f uacl.c, f_uvac2.c
f midi.c
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usB gadget

|mp|ementatlon in Linux

gadgets proper: g xyz.c / g xyz kernel modules

» hardcoded (!) configurations/functions/identity

e module parameters

COBREE
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USB gadget

Greg

Fact
He doesn’t want my code!

Fact

He wouldn’t want your code,
either :O
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Gadget implementation in Linux

Why Idon't want
your code

Linux Kernel Maintainers,
why are they so grumpy

Greg Kroah-Hartman

gregkh®@linuxfoudation.org
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USB gadget

Gadget implementation in Linux

Greg

Fact Why Idon't want

He doesn't want my code! your code
Fact Linux Kernel Maintainers,
why are they so grumpy

He wouldn’t want your code,

either :0 Greg Kroah-Hartman
gregkh®@linuxfoudation.org
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USB gadget The idea, example
Configfs On implementation
Userspace Status

Separate code from data

» decouple the information on actual gadget composition from
implementation

» only provide building blocks (mechanism, not policy)

* % B K00
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Configfs

Let the user decide at runtime

The idea, example

] action \ filesystem
create make directory
destroy remove directory
specify value write
get value read (execute for directory)
group things symlink
ungroup things remove symlink

Command reference

mkdir, rmdir

echo ’something’ > file, cat
In -s, rm

LinuxCon North America 2014

file, 1ls directory
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USB gadget The idea, example
Configfs On implementation
Userspace Status

Example

Example’s prologue
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USB gadget
Configfs

Userspace

Example

Example’s prologue

$ modprobe libcomposite

LinuxCon North America 2014

The idea, example
On implementation
Status

cfg/usb_gadget
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The idea, example

Configfs
Example
drwxr-xr-x
drwxr-xr-x
Example’s prologue drwxr-xr-x
drwxr-xr-x
$ modprobe libcomposite STW-T--T--
$ mount none cfg -t configfs ~TWTTTITC
-IW-r--r--
-TW-T--T--
-TW-T--T--
-rW-T--T--
-TW-T--T--
-IW-r--r--
-TW-T--T--

./strings
./configs
./functions

WADY

./bcdUSB
./bcdDevice
./idProduct
./idVendor
./bMaxPacketSize0
./bDeviceProtocol
./bDeviceSubClass
./bDeviceClass
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The idea, example

Configfs
Example
drwxr-xr-x
drwxr-xr-x
Example’s prologue drwxr-xr-x
drwxr-xr-x
$ modprobe libcomposite —rW-T--T--
$ mount none cfg -t configfs ~TWTTTITC
-IW-T--T--
$ mkdir cfg/usb_gadget/gl e
$ cd cfg/usb_gadget/gl -TW-T--T--
-rW-T--T--
-IW-T--T--
-rW-T--T--
-TW-T--T--

./strings
./configs
./functions

WADY

./bcdUSB
./bcdDevice
./idProduct
./idVendor
./bMaxPacketSize0
./bDeviceProtocol
./bDeviceSubClass
./bDeviceClass

LinuxCon North America 2014 Make your own USB gadget

12/34



Example

Example’s prologue

echo "0x05e8"
echo "Oxadal"

€ R B P hH P

LinuxCon North America 2014

modprobe libcomposite
mount none cfg -t configfs
mkdir cfg/usb_gadget/gl

cd cfg/usb_gadget/gl

> idVendor

> idProduct

The idea, example
Configfs

drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
-YW-Yr--T--
-TW-T--T--
-IW-T--T--
-YW-Y--T--
-TW-T--T--
-YW-Y--T--
-TW-T--T--
-YW-Yr--T--
-TW-T--T--

./strings
./configs
./functions

WADY

./bcdUSB
./bcdDevice
./idProduct
./idVendor
./bMaxPacketSize0
./bDeviceProtocol
./bDeviceSubClass
./bDeviceClass
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USB gadget The idea, example
Configfs On implementation
Userspace Status

One config, one function

Example
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USB gadget The idea, example
Configfs On implementation
Userspace Status

One config, one function

Example

$ mkdir functions/rndis.usbO
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The idea, example
Configfs c

One config, one function

Example

mkdir functions/rndis.usbO

mkdir configs/c.1

mkdir configs/c.1/strings/0x409

echo Conf 1 > configs/c.1l/strings/0x409/configuration
echo 120 > configs/c.1/MaxPower

€ R H P &P

LinuxCon North America 2014 Make your own USB gadget 13 /34



The idea, example
Configfs

One config, one function

Example

mkdir functions/rndis.usbO

mkdir configs/c.1

mkdir configs/c.1/strings/0x409

echo Conf 1 > configs/c.1l/strings/0x409/configuration
echo 120 > configs/c.1/MaxPower

1n -s functions/rndis.usbO configs/c.1

€ R L P BH P

$ 1s /sys/class/udc
12480000.hsotg
e bind! # formerly s3c-hsotg
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The idea, example
Configfs ) entatio

OS Descriptors

o expected by some proprietary OSes

» (ab)use string #EE hex, language 0
o if present and has expected structure, use custom requests

» "Extended Compatibility" descriptors
« "Extended Properties" descriptors

Example - extended compatibility
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The idea, example
Configfs c

OS Descriptors

o expected by some proprietary OSes

» (ab)use string #EE hex, language 0
o if present and has expected structure, use custom requests

» "Extended Compatibility" descriptors
« "Extended Properties" descriptors

Example - extended compatibility
$ cd functions # $CONFIGFS_ROOT/usb_gadget/gl/functions
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USB gadget The idea, example
Configfs On implementation
Userspace Status

OS Descriptors

Example - extended properties
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3 ret The idea, example
Configfs On implementation

OS Descriptors

Example - extended properties

$ mkdir rndis.usbO/os_desc/interface.rndis/Icons
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The idea, example
Configfs c

OS Descriptors

Example - extended properties

$ mkdir rndis.usbO/os_desc/interface.rndis/Icons
$ echo 2 \
> rndis.usb0/os_desc/interface.rndis/Icons/type
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The idea, example
Configfs

OS Descriptors

Example - extended properties

$ mkdir rndis.usbO/os_desc/interface.rndis/Icons
echo 2 \
rndis.usb0/os_desc/interface.rndis/Icons/type
echo "SystemRoot%\system32\shell32.d11,-233" \
rndis.usb0/os_desc/interface.rndis/Icons/data

vV &4 V &
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The idea, example
Configfs

OS Descriptors

Example - extended properties

mkdir rndis.usbO/os_desc/interface.rndis/Icons
echo 2 \
rndis.usb0/os_desc/interface.rndis/Icons/type
echo "SystemRoot%\system32\shell32.d11,-233" \
rndis.usb0/os_desc/interface.rndis/Icons/data
mkdir rndis.usbO/os_desc/interface.rndis/Label

€V &L V &R B
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The idea, example
Configfs

OS Descriptors

Example - extended properties

mkdir rndis.usbO/os_desc/interface.rndis/Icons
echo 2 \
rndis.usb0/os_desc/interface.rndis/Icons/type
echo "SystemRoot%\system32\shell32.d11,-233" \
rndis.usb0/os_desc/interface.rndis/Icons/data
mkdir rndis.usbO/os_desc/interface.rndis/Label
echo 1 \
rndis.usb0/os_desc/interface.rndis/Label/type

V €/ 6 V 6 V & &
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USB gadget The idea, example
Configfs On implementation
Userspace Status

OS Descriptors

Example - activate
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3 ret The idea, example
Configfs On implementation

OS Descriptors

Example - activate
$ cd ../ # $CONFIGFS_ROOT/usb_gadget/gl
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The idea, example
Configfs ) entatic

OS Descriptors

Example - activate

$ cd ../ # $CONFIGFS_ROOT/usb_gadget/gl
$ echo Oxcd > os_desc/b_vendor_code
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The idea, example
Configfs c

OS Descriptors

Example - activate

$ cd ../ # $CONFIGFS_ROOT/usb_gadget/gl
$ echo Oxcd > os_desc/b_vendor_code
$ echo MSFT100 > os_desc/qw_sign
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The idea, example
Configfs c

OS Descriptors

Example - activate

$ cd ../ # $CONFIGFS_ROOT/usb_gadget/gl
$ echo Oxcd > os_desc/b_vendor_code

$ echo MSFT100 > os_desc/qw_sign

$ 1n -s configs/c.l os_desc
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Configfs On implementation

Static composittion vs composition with configfs

Traditional g _xyz.ko modules directly #included f *.c!

] static composition \ configfs composition
config function
config function
config function
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Configfs On implementation

Static composittion vs composition with configfs

static composition \ configfs composition

config function config function
config function config function
config function
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Configfs On implementation

Static composittion vs composition with configfs

static composition \ configfs composition

config function config ———— function
config function config function
config function
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Configfs On implementation

Static composittion vs composition with configfs

static composition \ configfs composition

config function config ————— function
config function config function
config function config function
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Static composittion vs composition with configfs

static composition \ configfs composition

config function config function
config function config function
config function config function
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Configfs On implementation

Static composittion vs composition with configfs

static composition \ configfs composition

config function config function
config function config function
config function config function
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Configfs On implementation

Function registration framework

request_module(usbfunc: ) => add to func_list

usb_f_ecm.ko

usb_function_driver

func_list «———> MODULE_ALIAS(usbfunc: J4e——————— > oo

$ mkdir function/ .usb0

request_module ()

» Sebastian Andrzej Siewior
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Configfs On implementation

Mapping of generic filesystem concepts to configfs entities

directory : config_item (config_group)

file : configfs attribute

mkdir : configfs mkdir()->make item() (make group())
read, write : show(), store()

In -s : allow_link()

see : Documentation /filesystems/configfs/configfs.txt

structure

data to be set

attribute

(*show)(structure *, buffer)
(*store)(structure *, buffer)

struct struct
config_item configfs_attribute
> >

dentry->d_fsdata->s_element
$CONFIGFS_ROOT/structure/attribute
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Configfs On implementation

usb _function instance

$ mkdir function/rndis.usb0

f_mdis_opts

usb_function_instance

config_group

function specific

configfs
gadget - generic

» user-accessible configuration data of this specific instance

o legacy gadgets =~ hardcoded
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Configfs On implementation

usb_function

$ 1n -s function/rndis.usbO configs/c.1

[* struct */

usb_function

composite
function - specific

. as in legacy gadgets
» composing a gadget (legacy/configfs) ends up providing this
 see: drivers/usb/gadget
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Configfs On implementation

FunctionFS vs configfs

» delegate function implementation to userspace
« mount FunctionFS
» write descriptors to ep0
« read/write/poll ep[1-]

[instance | [ instance

ep0 ep0
epl epl :
ep2 |

» configfs: only create FunctionFS instances
» eg SCONFIGFS ROOT /usb gadget/gadget/functions/ffs.ptp
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"t Thha Adeer o
Configfs eme
¢ Status

Some history

o Sebastian Andrzej Siewior

e idea (Decmber 2011)

« function registration interface

« f_acm.c conversion to the function registration interface
e f _acm.c configfs support (December 2012)

» Andrzej Pietrasiewicz
* From where he left off, | took over
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USB gadget The idea, example
Configfs On implementation
Userspace Status

Status matrix

9
o
00
©
2
o
2
3

with configfs

loopback.c

f fs.c

f_phonet.c

f serial.c

f subset.c

f mass

f sourcesink.c

f
f

components

Q>
mainline N cent/RFC Qused A
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Configfs
Status

TODO

o f midi, f_hid
» remove legacy gadgets - some (perhaps long) time in the
future

® gadgets not using composite framework
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libusbg & tools

Userspace

userspace

o With configfs ease of use is not concerned
» Composing is not difficult, but tedious (at the very least ~20
shell commands)
* | want my "modprobe g _ether"!!!
o shell script
» dedicated userspace program
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userspace

libusbg & tools

gadgetc

catio
Userspace

o With configfs ease of use is not concerned

» Composing is not difficult, but tedious (at the very least ~20

shell commands)

e | want my '

'modprobe g ether"!!!

o shell script
« dedicated userspace program

DD DDDDDDDDDDD DB D

modprobe libcomposite
mount none cfg -t configfs

mkdir cfg/usb_gadget/gl

cd cfg/usb_gadget/gl

echo 0x04e8 > idVendor

echo Oxa4al > idProduct

echo Foo > strings/0x409/manufacturer

echo Bar > strings/0x409/product

echo 123 > strings/0x409/serialnumber

mkdir configs/c.1

mkdir strings/0x409

mkdir configs/c.1/strings/0x409

echo "Conf 1" > configs/c.1/strings/0x409/configuration
mkdir functions/ecm.usbO

1n -s functions/ecm.usbO configs/c.1

echo 12480000.hsotg > UDC
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libusbg & tools

Userspace

libusbg

C API for all (wrap filesystem operations)
https://github.com/libusbg/libusbg, maintainer: Matt Porter
most active developer: Krzysztof Opasiak (73/85 commits)
Pending pull requests: https://github.com/kopasiak/libusbg
gadget-schemes

« gadget (composition) export to file

« gadget (composition) import from file
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libusbg & tools

Userspace

libusbg

C API for all (wrap filesystem operations)
https://github.com/libusbg/libusbg, maintainer: Matt Porter
most active developer: Krzysztof Opasiak (73/85 commits)
Pending pull requests: https://github.com/kopasiak/libusbg
gadget-schemes

« gadget (composition) export to file

« gadget (composition) import from file

attrs = { idVendor = 0x04e8; idProduct = Oxadal; }
strings = (
{ lang = 0x409; manufacturer = "Foo"; product = "Bar"; serialnumber = "123"; }
)
configs = (

{

strings = (
{ lang = 0x409; configuration = "Conf 1"; }
)
functions = (
{ function = { type = "ecm"; instance = "usb0"; } }

)
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libusbg & tools

Userspace

gt

e command line tool which uses libusbg
o https://github.com/kopasiak/gt - very initial stage
o libusbg provides example programs

» show-gadgets

» create a gadget

e remove a gadget

« gadget export (whole or parts)
» gadget import (whole or parts)

gt should combine these concepts into one app
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U e gadgetd & application API

gadgetd

exposes gadgets' configfs throug DBUS
https://github.com/gadgetd /gadgetd
abstraction layer for in-kernel and FunctionFS functions

FunctionFS functions

« accepts config files for each function

« manages mounting FunctionFS (naming the instances!)

« opens ep0 and writes descriptors, opens other ep files

e starts daemons only when needed (passes ep files' descriptors)
« allows policing
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Userspace

gadgetd & application API

the ecosystem - how it all fits together

gadgetd

func conf

configfs

‘ ’ functionfs ‘ kernel

\

1

|

|

H

%

rﬁ

[tunc | [tunc | |func] eee |func| ’f‘st_J
<,

|

composite

<> communicates
spawns

— ‘ — uses
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Q&A

Andrzej Pietrasiewicz
andrzej.p@samsung.com
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