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Seen the news lately? 
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What do we know about Big Data? 

• No agreed-upon definition 
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What do we know about Big Data? 

• No agreed-upon definition 

 

Is it about the technology? 

 

 

 

 

 
 

Courstesy Sqrrl Data, Inc. 
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What do we know about Big Data? 

• No agreed-upon definition 

 

Is it about the size of the data? 
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What do we know about Big Data? 

• No agreed-upon definition 

 

Is it about what we do with the data? 
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What do we know about Big Data? 

• The market is enormous 

 

… and growing 

 

 

 

 

 
 

Source: Wikibon 2012 

 

 

 

 
 

 

 

7 9/10/2013 Gazzang - All rights reserved 2013 



What do we know about Big Data? 

• The market is enormous 

 

Everyone is getting in on the act 
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What do we know about Big Data? 

• NoSQL often means No Security 

 

Hadoop, Cassandra, MongoDB, etc… were not 
developed with security in mind 
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What do we know about Big Data? 

• NoSQL often means No Security 

 

Many projects are being deployed in the cloud, 
adding another layer of security complexity 
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What do we know about Big Data? 

• NoSQL often means No Security 

 

Bad news if you’re working with sensitive, 
confidential or regulated data 
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PII Customer/Personal Data 

HIPPA Protected Health Information 

FERPA Student Data 

SOX Financial Data 

PCI-DSS Account Information 

EU Data Protection Customer/Personal Data 



What’s being done to protect Big Data? 

• Open Source projects are patching holes 

– Sentry 

– Project Rhino 

– Accumulo 

– Knox 
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What’s being done to protect Big Data? 

• Platform vendors are adding security 

– Authentication 

– Identity Management 

– SSL encryption 

– Some audit features 
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What can YOU do to protect Big Data? 

1. Encrypt Everything Everywhere 

 

2. Set and Enforce Access Controls 

 

3. Manage Digital Security-Related Artifacts 

 

4. Establish Data Security for Hybrid  
Environments 
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What can YOU do to protect Big Data? 

1. Encrypt Everything Everywhere 

 

Encrypt data at-rest and on the wire to protect 
sensitive data and ensure compliance   
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What can YOU do to protect Big Data? 

2. Set and Enforce Access Controls 

 

Protect the keys at the user, role and process 
levels 

 

 

 

 
 

Copyright: Paramount Pictures, 1996 
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What can YOU do to protect Big Data? 

3. Manage Digital Security-Related Artifacts 

 

Secure keys, certificates, tokens, passwords in a 
“virtual safe-deposit box” 
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What can YOU do to protect Big Data? 

4. Establish Data Security for Hybrid  
Environments 

 

NoSQL data security should be equally effective 
in public, private and hybrid environments 

 
 

 

 

 

 

 

 

Copyright: Lucasfilm, ltd 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

18 9/10/2013 Gazzang - All rights reserved 2013 



About Gazzang 

• Headquartered in Austin, Texas 

• Focus on high-performance data-at-rest 
encryption and key management 

• Specialize in securing cloud and Big Data 
environments 

• Key vertical industries: financial services, 
healthcare, retail, government, education, 
technology 

• Packaged solutions available for all major 
Big Data distributions 



Gazzang zNcrypt™ sits between the file system and any database, 
application or service running on Linux to encrypt data before it’s 
written to the disk. 

 
• AES-256 encryption 

• Process-based ACLs 

• File and block encryption 

• Maximum performance 

• Enterprise scalability 

• Packaged support for Hadoop, Cassandra,  

       MongoDB and other big data platforms 

• Keys protected by 256-bit passphrase/ 
16-bit Salt and RSA Keys, certificates,  
fingerprints, one-time secrets 

 

 

 

 

 

Gazzang Encryption 
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Gazzang Key Management 

Gazzang zTrustee™ is a “virtual safe-deposit box” for managing zNcrypt 
keys or any other digital artifact that must be secure and policy 
controlled 

 
• Software-based solution separates 

keys from encrypted data 

• Centralized management of  
SSL certificates, SSH keys, tokens,  
passwords and more 

• Unique “trustee” and machine- 
based policies deliver multifactor 
authentication 

• Integration with HSMs from  
Thales, RSA and SafeNet 

• Multiple deployment options 
include on-prem, VPC or hosted SaaS offering 
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• Time to live 
• Number of retrievals 
• URL 
• Trustee approval 
• Client 
• Much more 
 

Trustees must approve release of 
objects in accordance with the 
deposit policy 

• Trustee votes 
• Time to live 
• Retrieval limits 
• Single-use URL 
• Client 

permissions 

API Library 
• Java 
• Python 
• C library 



Questions? 
Thank You 

sam.heywood@gazzang.com 
September 10, 2013 


