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VMs on the host
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Host Guardian 
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running on a cluster

Attestation Service: 
contains information about the 
expected configuration of guarded 
hosts. Authorizes only legitimate 
guarded hosts to run the shielded VMs.

Key Protection Service: 
contains keys needed for starting 
shielded VMs. Ensures that a given key 
is released only if the host is authorized 
and is in a Guarded Fabric specified by 
the VM owner. 

Host Guardian Service components:

Guarded host

Key requests and 

responses

Attestation requests 

and responses
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• initramfs updated to get dm-crypt 

passphrase from a file

• lsmvload used as a precursor to the 

normal Linux boot shim

• lsmvload inject disk passphrases as a 

file into virtualized copy of initramfs

• Linux shim

• grub

• Linux kernel



• I/O to encrypted boot partition 
is mediated by custom UEFI file 
I/O protocols

• initramfs gets dm-crypt 
passphrases from injected file*First boot only
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