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About Me

« Work at Jumping Bean

- Developer & Trainer
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Goals & Motivation

Why? What?
. Why IPV6? - Understanding of IPve

-~ concepts, protocol vis-a-vis
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Why IPv6?

 Replacement for IPv4,
128 bit IP address
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IPv6 Benefits

* No need for NAT, - Better handling for mobile

- Unique, publicly routable, dovices,

address per device,
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IPv6 History

e RFC 791 (IPv4d) published 1981
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IPv6 Address Notation

128 bit address written in hexadecimal,

- Written as 8 groups of 16 bits separated by a colon:
« 2001:0db8:85a3:0000:0000:8a2e:0370:7334
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IPv6 Routing Prefix & Interface ID

« “Network mask” is fixed at 64 most significant bits
- no CIDR,
~ * Intel rface identifier (host portion) is fixed at 64 least
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IPv6 Address Prefix/Subnet

132 148 /64

UD:BB Interface 1D
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Registry—)-'

ISP Prefix

Site Prefix

Subnet Prefix
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IPv6 Address Allocation

- Internet Assighed Numbers Authority (IANA)
assighed Regional Internet Registrars 23/12 bit
blocks,

- Regional Internet registrars (Afrinic) assign
blocks 19/32 to local Internet registrars,

« End User recommended to get a /48 block which
means 65335 subnets but nhow recommended 56

subnet only: 256 subnets.
s
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IPv6 Address Allocation

- Entities can apply for own, provider independent,
IPv6 address block with Regional registrar
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IPv6 How it Works

- Every interface hasa link- « Other addresses

local address,

- Unique local
- - Network segmentonly, Il A - cite
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IPv6 Link Local

- Each interface auto-assigned a link-local ip address - fe80::/10,

— Actual assigned link local is fe80::/64
— replaces Iayer 2 arp protocols with layer 3,
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Unique Local Address/Global
Addresses

- Stateless Automatic Address Configuration - allows IPv6 networks to
auto-configure themselves via ICMPv6 packets

« Link-Local address allows for
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|Pv6 - Configurations

« SLAAC can be used in a number of ways:

- Stateless without DHCPVS,
- Stateless with DHCPv6
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IPv6 - SLAAC

* Pros

- Automatic configurations,
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IPv6 - ULA/Global Configurations

« Without DHCP - Router can also send

— DNS server information,
- Router IPv6 address (default gateway),




Unique Local Address

« ULA - similar to private addresses in IPvd,

« Can route traffic across network segments,
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Global Addresses

» Assignhed by ISP or Afrinic etc,

* Globally routable,
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IPV6 on Linux

« How to set up a basic IPv6 network for lan,

« What we will need:
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IPvé RADVD Configuration

interface ethQ

. {
« Enable Ipv6 forwarding AdvSendAdvert on;

' : fix fd45:2222:0:1::/64
- net.ipv6.conf.default.forwarding=1 ?re Lt

« Edit /etc/radvd.conf AdvOnLink on;

~_ AdvAutonomouson;
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https://www.isc.org/downloads/dhcp/
https://www.isc.org/downloads/bind/
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|IPv6 - DHCPVG6 Set up

» Isc-dhcp-server canrun both IPvd . Ubuntu 14.04 - has a bug

and IPv6 DHCP services, cannot start dhcp server with

- IPv6 DHCP uses different ports to “-6" option to enable ipv6.
IPv4,
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ddns-update-style interim;
ddns-updates on;

update-conflict-detection false;
update-optimization false;

option domain-name "jozilug.co.za";

option dhcp6.name-servers fd5d:12¢9:2201:1::2;
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DHCPv6

« Can operate in several modes

— Stateless mode — router advertisements assign ip address, DHCP
powdes DNS t|me servers etc
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DHCPv6

» Client uses DUID to identify itself (mac
address in DHCPv4)
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DUID

- 4 ways to generate DUID

— Link layer address + time,
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IPv6 - Bind Set up

 Bind works as for IPvd,

e Bind hosts IPv4d and IPv6 addresses in same zone
e fil R s s e e e T e A S R R N A SRR
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IPV6 - Bind9 Zone File

$ORIGIN .

$TTL 604800 ;1 week

jozilug.co.za IN SOA jozilug.co.za. admin.jozilug.co.za. (
150 ; serial
604800 refresh (1 week)
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IPv6 — Bind Reverse Zone File

 BIND reverse data file for broadcast zone
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Way too many options

- There are a plethora of « Approaches
“transition mechanisms”

* Dual stack
Pv4 anlevB mcompatlblllty L
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NAT64/DNS64

 Your ISP gives you an Bind9 Additions to options
IPvd address, dns64 fd5d:12c9:2201:1:1:1::/96 {

clients {
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NAT64/DNS64

* Pros - can use Iptables v4 to managed internet connection on
Natéd IPV4d pool,
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Tunnels 6in4d

« Set up DHCPv4 along with DHCPVS,

 Static or automatic tunnels s
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DS-Lite

« Used by ISPs
 IPv4d over IPv6 and IPv4 natting

o o ety - FORSOSF Se EROUR SSSASE NAR PRSP | g s ApUS etk 1) et -k ipe e ke & ma e it 8 et YO 1 1 il
v ) Sulzibors oS iae clia e s e



http://www.jumpingbean.co.za/

MAP & A+P

* Proposal for ISPs to extend IPv4d address space,
« Address + Port — Single Ipvd address shared amongst
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Privacy Extensions

« RFC 4941 "Privacy Extensions - net.ipv6.conf.ethO.use_tempaddr=2
for Stateless Address — /etc/sysctl.conf
Autoconfiguration in IPv6". - net.ipv6.conf.default.use_tempaddr

. | - only sets network addresses ]
i ¢ S t ‘use | mpaddr= ,:1-1?1.%:-=;~5‘fuii:ii:‘%«-':?-f : sl . un. L




Disable IPv6

« Remember iptables protects IPvd addresses only!
« Temporarily disable
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