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http:/len.wikipedia.org/wiki/Tracing_(software)

In software engineering, tracing is a specialized use of logging to record information about
a program's execution. This information is typically used by programmers for debugging
purposes, and additionally, ... by ... technical support personnel and software monitoring

tools to diagnose common problems with software.
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IBM Service Process...
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Hmm,
42 looks wrong to me!
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Hello IBM?
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Let me check:
Yes, (4+5)*6=42
*Is* wrong!
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| will contact our
experts!
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| need a system
dump!
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Could you send
us a trace?
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Great job!
Thank you!
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Too simple?
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Linux memory management

struct task_struct

vt m_stut (> poiopud

Vm

Mm

struct vm_area_struct P-| struct vm_area_struct

vm_next
o fil
head anon_vma Qo vm_file

ie)

struct anon_vma 2 struct file
©
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mapping = lf_mapplng

struct address_space

- radix t tree mapping

anonymous mapping pure file mapping
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Purpose:
— Find bugs and malfunctions
— Performance analysis

Root cause of problem is often far away from problem manifestation
— Example: FCP adapter corrupts SCSI payload

Mechanisms:
— Static vs. dynamic

How is it used:
— Live debugging
— First Failure Data Capture (FFDC)

" Main use case for s390dbf tracing on mainframe:
— Static tracing for FFDC
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Do not waste resources:
- CPU
— Memory
— Disk

Achieve high Information density

Make trace data easy consumable
— For humans
— For machines

Make trace data persistent

Support multiple components

Isolate components
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2000: Linux Trace Toolkit (LTT)

2000: s390 debug feature (s390dbf) :'
2005: Linux race Toolkit Next Generatlon (LTI'ng)
2008: Traceg |n SN
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s390dbf - Design

26

Debug feature

cio_msg

geth_0.0.f5f0

Debug area 1 |«

Exception

Debug area 2
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" Used by s390 device drivers
" All debug entries of one debug feature have fixed size

" Debug entry metadata:
— Timestamp
— CPU-Number of calling task
— Debug level of debug entry (0...6)
— Return address to caller
— Exception flag

" Events are logged when “entry level” <= “debug level”

" Two formatter views:
— debug_hex_ascii_view
— debug_sprintf_view

" The sprintf view only stores “unsigned longs”
— Formatting when reading view
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" Create debug feature:

— debug_info_t *debug register(char *nane, int pages, int areas, int size);

= Write events:

— debug_entry t *debug_event (debug info t *id, int |level, void *data,

int |length);
—debug _entry t *debug sprintf_event(debug info t *id, int |evel,
char *fnt,...);

= Documentation/s390/s390dbf.txt
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s390dbf - debugfs: /sys/kernel/debug/s390dbf/

- - s390dbf/

-- cio_nsg/

debug feature name

|-- flush

| -- level

| -- pages —

Clear buffers

show / set debug level

| -- flush
| -- | evel

| -- pages

|

|

|

|

| “-- sprintf

|- - qeth_0.0.f5f0/\
|

|

|

|

* show / set buffer size

print events (sprintf view)

"-- hex_ascii

29

print events (hex_ascii view)

© 2014 IBM Corporation



30

# cat cio_nsg/sprintf

00 01401200730:
00 01401200730:
00 01401200730:
00 01401200730:
00 01401200730:
00 01401200730:
00 01401200730:
00 01401200730:
00 01401200730:

# cat geth_0.0.
00 01401200796:
00 01401200796:
00 01401200796:
00 01401200796:
00 01401200796:

177434
177434
177448
177455
177458
177498
177621
177674
177839

f 5f 0/ hex_

957057
957058
957186
957213
957312

N N N DN DNDNDDNDDNDDN

5

g o O Ul

asci i

01
00
00
00
00
00
01
00
00

00
00
00
00
01

5blf ea
5ad836
5blf ea
5ad836
5blf ea
5ad836
5blf ea
5bilf ea
5bilf ea

606a92
60694a
61095e
6103f a
606a92

snsi d:
event :
snsi d:
event :
snsi d:
event :
snsi d:
snsi d:
snsi d:

73
32
66
6e
73

6b
31
69
70
6b

devi ce 0. 0. 379b:

sch 0.0.0010, process=1,

devi ce 0. 0. 000e:

sch 0.0.0011, process=1,

devi ce 0. 0. 379a:

sch 0.0.0013, process=1,

devi ce 0.0.1703:
devi ce 0.0. 0190:
019d:

devi ce 0. 0.

62
31
6¢C
2d
62

72
33
6¢C
3e
72

00
61
62
70
00

00
35
66
61
00

00
30
6e
63
00

00
30
70
6b
00

rc=0 3990/ e9 3390/ 0c

action=2

rc=0 1403/ 00 0000/ 00 (di ag210)

acti on=2

rc=0 3990/ e9 3390/ 0c

acti on=2

rc=0 1731/03 1732/ 03
rc=0 3990/ e9 3390/ 0c
rc=0 3990/ e9 3390/ 0c

skbr. ...
2113a500
fillbfnp
np- >pack
skbr. ...
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# crash vm i nux dunp.elf
KERNEL: vm i nux
DUVPFI LE: dunp. el f

# crash> s390dbf
Debug Logs:

- Ci 0_nsg
- gqeth_0.0.f5f0
- qdio_0.0.f505

# crash> s390dbf cio_nsg sprintf

0 1400853628: 378269 2 - 00 <io_sch_event +1490> event: sch 0.0.0007, process=1
0 1400853628: 378286 2 - 01 <verify done+0250> wvrfy : device 0.0.0009: rc=0

0 1400853628: 378633 2 - 00 <io _sch _event +1188> event: sch 0.0. 0000, action=2
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" Maintainer: Steven Rostedt (Red Hat)

" Two level hierarchy:
— Trace systems
— Events (unique)

" About 35 trace systems with 1000 tracepoints in current s390 kernel
— Scheduler
— System calls
— Block layer
— SCSI
— Network
— File systems (EXT, XFS), ....
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" Per-CPU Ring Buffers
— One main buffer

— Per-Instance buffers
— Snapshot buffers

" Uses Jump-labels

— NOP for disabled events
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" Trace macros ini ncl ude/ | i nux/tracepoi nts. h

— TRACE_EVENT()
— DECLARE_EVENT_CLASS() / DEFI NE_EVENT()

" Macros generate trace code

" Note: Sometimes hard to debug errors in macro definition

H " tuxmaker.boeblingen.de.ibm.com -
/home2/holzheu/s390test tp simple/./s390test tp.h:12:6: note: in expansion of macro ' ~

35

TP_STRUCT __entry(

/home2/holzheu/s390test_tp_simple/./s390test_tp.h:13:36: warning: left-hand operand o
ect [-Wunused-value]
_ field(unsigned long, val),

include/trace/ftrace.h:703:2: note: in definition of macro 'DECLARE_EVENT_CLASS'
tstruct

~

include/trace/ftrace.h:35:9: note: in expansion of macro 'PARAMS'
PARAMS(tstruct),

/home2/holzheu/s390test_tp_simple/./s390test_tp.h:9:1: note: in expansion of macro 'T
TRACE_EVENT (s390test_eventl,

/home2/holzheu/s390test _tp simple/./s390test tp.h:12:6: note: in expansion of macro '
TP_STRUCT __entry(

include/trace/ftrace.h:679:18: warning: unused variable '_ count' [-Wunused-variable]
u64 _ addr = 0, _ count = 1; \

include/trace/ftrace.h:32:2: note: in expansion of macro 'DECLARE_EVENT_CLASS'
DECLARE_EVENT_CLASS(name, \

/homeZ/holzheu/s390test_tp_simple/./s390test_tp.h:9:1: note: in expansion of macro 'T
TRACE_EVENT (s390test_eventl,

linclude/trace/ftrace.h:679:6: warning: unused variable ' addr' [-Wunused-variable]

A

L

v
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Tracepoints - API: Example

" Trace System: s390t est
" Trace Event: s390t est _event 1

" Kernel module: s390t est _trace. ko

— Define TP:
* s390test _tp.h

— Create TP definitions:
* s390test _tp.c

— Trigger TP:
* s390test _main.c

36

s390test_tp.h

O

s390test _tp.c

s390test_main.c

l

l

s390test_tp.o

s390test_main.o

\/

s390test_trace.ko

© 2014 IBM Corporation



f

Tracepoints - APIl: TRACE_EVENT (s390test_tp.h)

" TRACE_SYSTEM: Trace system name
" TP_PROTOITP_ARGS: Signature

" TP_STRUCT entry: Payload

" TP_fast_assign: Copy entries (code)

" TP_printk: Format entry (code)

37

#undef TRACE_SYSTEM
#defi ne TRACE_SYSTEM s390t est
#i ncl ude <l inux/tracepoint.h>

TRACE_EVENT(s390t est _event 1,
TP_PROTQ(unsi gned | ong val),
TP_ARGS( _val ), sorry, macro magic |
TP_STRUCT__entry(
__field(unsigned |Iong, val)

).

TP_fast _assi gn(
__entry->val = val;

)
TP _printk("val =% u", _ _entry->val)
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" CREATE_TRACE_POINTS #def i ne CREATE_TRACE PO NTS

38

: #i ncl ude "s390test tp.h"
— Macro expansion

— Create code and data
— Only in *one* source file

struct tracepoint _ tracepoint s390test eventl
__attribute_ ((section("__tracepoints"))) = {

__tpstrtab _s390test eventl,

((struct static_key) { .enabled = { (0) } }),

((void *)0),
((void *)0),

% ((void *)O0)

& .... <lots of other stuff>
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Tracepoints - API: Trigger tracepoint (s390test_main.c)

" Function call: trace_<tp nane>(...)

" Inline function created by TRACE EVENT
macro

39

#i ncl ude "s390test tp.h"

static void
s390t est _thread func(void)

{
unsi gned long i;
for(i =1; i <= 2; i++)

trace s390test event1(i);

© 2014 IBM Corporation



Tracepoints - API: Define Trace (s390test_main.c macro expansion)

40

o = {} tuxmaker g

©
s &

# 3 "/homeZ/holzheu/s39test tp simple/s390test main.c" 2
# 1 "/home2/holzheu/s390test tp simple/s390test tp.h" 1

# 1 "include/linux/tracepoint.h" 1
# B8 "/homeZ/holzheu/s390test tp simple/s390test tp.h" 2

extern struct tracepoint _ tracepoint s390test eventl; static inline  attribute ((always inline))
<-attribute  (({no_instrument function)) void trace s390test eventl(unsigned long wval) { if (static ke
<-y_false(&_ tracepoint_s390test_eventl.key)) do { struct tracepoint_func *it_func_ptr; void *it_func;
<- void * data; if (!(1)) return; ; rcu read lock sched notrace(); it func ptr = ({ typeof(*{(& trac
<-epoint s390test eventl)->funcs)) * pl = (typeof(*((& tracepoint s390test eventl)-=>funcs))*

=-)(*¥(volatile typeof(((&__tracepoint_s390test _eventl)->funcs)) *)&(((&__tracepoint_s390test_eventl) ->
<-funcs))); do { } while (8); ; do { } while(0); ((typeof(*{(& tracepoint s390test eventl)->funcs)) *
<-)( pi)); }); iT (it . funec ptr) { do { it func = (it func.ptr)-»func; date = (it func pir)-=
<-data; ((void(*)(volid * data, unsigned long wval)) (it func))( data, wval); } while ((++it_func ptr)
<-->func); } rcu read unlock sched notrace(); ; } while (0); } static inline attribute ((always inl
<-ine)) _ attribute ((no_ inst rument functlon)) int register trace s390test eventl(v01d (*probe)(U01d

<-* data, unsigned long _val) void *data) { return tracepoint probe reglster(“s390test eventl", (voi
<-d *)probe, data); } static inline  attribute ((always_inline)) __attrlbute__((no_lnstrument_functi
<-0on)) int unregister_trace_s390test_eventl(vold (*probe)(void *__data, unsigned long _wval), void *dat
<-a) { return tracepoint probe unregister('s390test eventl", (void *)probe, data); } static inline a
<-ttribute ((always inline)) _ attribute ((no_instrument function)) void check trace callback type s
<-390test_eventl(void (*cb)(void *__data, unsigned long _wval}) { };

# 27 "/home2/holzheu/s390test tp simple/s390test tp.h"

# 1 "include/trace/define trace.h" 1

# 28 "/home2/holzheu/s390test tp simple/s390test_tp.h" 2

# 4 "/homeZ/holzheu/s390test tp simple/s390test main.c" 2

static void s390test thread func(wvoid)

{

[lstatic unsigned long count;

[1] x (+) Pos=<22659/22699, 1> 99% ascii=32 hex=20

© 2014 IBM Corporation



f

Tracepoints - API: Define Trace (s390test_main.c macro expansion)

static inline void trace s390test event1(unsigned long val) {
i f (static key false(& tracepoint s390test eventl. key)) {

struct tracepoint_func *it_func_ptr;
void *it_func;
void * data
It _func_ptr = & tracepoint s390test eventl)->funcs;
If (it _func _ptr) {
do {

It func = (it_func_ptr)->func;

__data = (it_func_ptr)->dat a;

((void(*)(void *_data, unsigned long val))it func)(__data, _val);
} while ((++it_func_ptr)->func);

.
.
Y
st
.
.
.
.
Y
.
----
ey
s
.
.
ey
.
.
.
s
ws

}
}

static inline int
regi ster _trace s390test eventl(void (*probe)(void *_ data, unsigned |ong _val),
void *data) {
return tracepoi nt_probe register("s390test eventl1l", (void *)probe,
dat a) ;
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" TP_STRUCT _entry()
— field(type, nane): Simple field in the structure
—__array(type, nane, |en) :Defines an array

— _string(nanme, source) : Variable length null terminated string
— dynam c_array(type, item | en): Variable length array where len is a variable

" TP _fast _assign()

— _assign_str(nane, source) :Assign variable length null terminated strings

" TP_printk()
— _print_hex(__entry->buffer, |en) :Printahexdump

— print_flags(flags, delimter, val ues) : Print symbolic names for flags
— _print_synbolic(val, val ues) : Print symbolic names for exact matches
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const char *debug trace _hex_ascii _seqg(struct trace_seq *p,

{

}

const unsigned char *buf, int buf _|en)

const char *ret = p->buffer + p->len
int i;
for (i =0; i < buf_len; i++)
trace_seq_printf(p, "%%.2x", i == 0 ? "" ", buf[i]);
for (i =0; i < buf_len; i++)

trace_seq printf(p, "%", isascii(buf[i]) &% isprint(buf[i]) ? buf[i]
trace_seq_putc(p, 0);
return ret;

#define __print_hex_ascii(buf, |en) debug_trace_hex_ascii_seq(p , buf, |en)

" Define function that returns a static string

"trace_seqg_printf() andtrace_seq put () can be used

43
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TRACE EVENT(s390dbf event,
TP_PROTQ(debug_info_t *id, void *buf, int |en),
TP_ARGS(i d, buf, |en),
TP_STRUCT _entry(
__field(int, |en)
__dynam c_array(char, nanme, 24)
__dynam c_array(u8, buf, |en)
),
TP_fast _assi gn(
_entry->len = | en;
strncpy(__get dynani c_array(nane), id->nane, 23);
mencpy(__get dynanic_array(buf), buf, |en);
),
TP_printk("%: %", (char *)__get str(nane),
__print_hex _ascii(__get _dynanmi c_array(buf), _ entry->l|en)

" Function can be used like __print_hex() inTP_printk
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* Connect a function (probe) to a TRACE_EVENT( sched_sw,
tracepoint TP_PROTQ(struct task_struct *prev,

: : struct task_struct *next),
" Multiple probes are possible - )
" register_trace_<tp name>(fn, data) );

" Register function created by Macro

: static void probe sched s oid *ignore,
magic Ic void p _ _sw(voi I g

struct task_struct *prev,
struct task_struct *next)

regi ster _trace_sched_sw tch(probe_sched _sw,
NULL) ;

Macr o Expansi on:

tracepoi nt _probe_regi ster("sched_sw', probe,
dat a) ;
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" Two macros
— DECLARE _EVENT _CLASS: Define template
— DEFI NE_EVENT: Define event of specified class

" For multiple events with same signature

= Saves
— Lines of code
— Static memory (will show later)
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DECLARE EVENT_CLASS(s390t est _cl ass,

),

TP_PROTQ(unsi gned | ong _val),
TP_ARGS( _val),
TP_STRUCT__ent ry(

__field(unsigned | ong, val)

),

TP_fast _assi gn(

__entry->val = _val;

.

TP_printk("val =% u", _ _entry->val)

DEFI NE_EVENT(s390t est _cl ass, s390test_event1,

)E

TP_PROTQ(unsi gned long _val), =
TP_ARGS( _val)

DEFI NE_EVENT(s390t est _cl ass, s390test_event 2,

47

TP_PROTQ( unsi gned | ong _val),
TP_ARGS( _val)

Redundancy
necessary
because
of macro
magic
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Tracepoints - Debugfs: /sys/kernel/debug/tracing

49

README ———— | HOWTO

trace

event s/

- - enable-——-___________-__--_-—_—
enable all events

- - bl ock/

get formatted trace buffer

stream trace buffer (consuming)

| -- bl ock_bi o_backner ge

|
|
| | -- enable —
|
|

| | -- enabl e

— | enable all block events

enable block bio _backmerge

' create / remove instances
instances//’//// nmkdir /rndir

event

per _CpU/ \

| -- cpuO/

| | -- trace_pipe

per-CPU data
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Example: s390test_trace.ko

#undef TRACE_SYSTEM
#defi ne TRACE_SYSTEM s390t est
#i ncl ude <l inux/tracepoint. h>

TRACE_EVENT(s390t est _event 1,
TP_PROTQ( unsi gned | ong _val),
TP_ARGS( _val),
TP_STRUCT__entry(

__field(unsigned I ong, val)

)
TP_fast _assi gn(
__entry->val = _val;

),

TP _printk("val =% u", __entry->val)

s390test_tp.h

50

#i ncl ude "s390test tp.h"

static void s390test thread func(void)
{
unsi gned long i;

for(i =1; i <= 2; i++)
trace _s390test _event 1(i);

s390test_main.c

© 2014 IBM Corporation
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Load module

Enter trace directory
Enable event (per-event)
Read trace buffer

Read trace pipe

# insnod ./s390test trace. ko
# cd /sys/ kernel / debug/traci ng/

# echo 1 > events/s390t est/s390test event 1/ enabl e

# cat trace

s390t est - 704[ 000] 102540. 659351:
s390t est - 704[ 000] 102540. 659354:

# cat trace_pipe

s390t est - 704[ 000] 102540. 659351:
s390t est - 704[ 000] 102540. 659354:

s390t est _event1l: val =1
s390t est _eventl1l: val =2

s390t est _event1l: val =1
s390t est _eventl: val =2
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" Query total buffer size
" Set (per-CPU) buffer size
" See per-CPU info

52

# cat buffer total size kb

448 (expanded: 90112)

# echo 1024 > buffer_size kb

# |'s per_cpu/

cpuO cpuld cpu2 ..

# | s per_cpu/ cpuO/

buffer_size kb snapshot raw trace

snapshot stats trace_pi pe

trace_pi pe_raw
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cd i nstances

nkdi r nyi nstance

cd nyi nstance

echo 1 > events/s390test/enabl e

cat trace

s390t est 704 [000] 105117.659315: s390test eventl: val =1
s390t est 704 [ 000] 105117.659315: s390test eventl: val =2

® Create instance
* Enable event

" Display trace

H O H OHF O OH*
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" Create snapshot
" Display snapshot

" Free snapshot

54

# echo 1 > snapshot
# cat snapshot

s390t est 704
s390t est 704

[ 000] 105117. 659315:
[ 000] 105117.659315:

# echo 0 > snapshot

s390t est _event1l: val =1
s390t est _event1l: val =2
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Show global filter help
Enable local filter
Boolean operations

Predicate Tree

# cat events/s390test/filter
### gl obal filter ###
# Use this to set filters for nultiple events.
# Only events with the given fields will be affected.
# If no events are nodified, an error nessage wll be
# di spl ayed here

# echo "val ==2" > event s/ s390t est/s390test _eventl/filter
# cat trace

s390t est- 704 [000] 105733.659376: s390test event1l: val =2
s390t est- 704 [000] 105734.659385: s390test eventl1l: val =2

# echo "val ==1| | val ==2" >\

event s/ s390t est/s390t est _event1/filter
s390t est- 704 [000] 105735.659376: s390test eventl: val =1
s390t est-704 [000] 105736.659385: s390test eventl: val =2
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" Set trigger # echo 'stacktrace if val ==2' > s390test_eventl/trigger
# cat trace

" Use boolean operation
s390t est - 739 [000] 745.949957: s390test eventl:. val =1

" Disable trigger $390t est - 739 [000] 745.949958: s390test event1: val =2
= Supported triggers: s390t est - 739 [000] 745.949959: <stack trace>
—enable_event => kthread
— disable_event => kernel thread_starter
— stacktrace s390t est- 739 [000] 745.949959: s390test event1l: val =3
— traceon
— traceoff # echo 'stacktrace if val==2 || val=3 "' >\

s390t est _event 1/tri gger

# echo '!Istacktrace if val==2 || val=3"' >\
s390t est _event 1/tri gger
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" trace_event=[event-list]

— Set and start specified trace events in order to facilitate early boot debugging.

— Also wild cards can be used:
* The buf format can be <subsystem>:<event-name>
* <event-name> or :<event-name> means any event by that name.
* <subsystem>:* or <subsystem>: means all events in that subsystem
* <name> (no ":') means all events in a subsystem with the name <name> or any

event that matches <name>

" Example
—trace_event=s390test:
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" |n kernel code: tools/lib/traceevent
" Currently copied into tools (e.g. trace-cmd, RAS daemon)
®" Provides similar interface as kernel

—int pevent get field val(struct trace seq *s, struct event format *event,

const char *nane, struct pevent_record *record,

unsigned long long *val, int err);

—int trace_seq printf(struct trace _seq *s, const char *fnt, ...);
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" Plugins for event formatting

= Commands:

—record: Record a trace into a file trace.dat
*trace-cnd record -e syscalls:sys enter wite

—report: Read out the trace stored in the trace.dat file
* trace-cnd report

— start: Start tracing without recording into a file
*trace-cnd start -e syscalls:sys enter wite

— stop: Stop the kernel from recording trace data
* trace-cnd stop -e syscalls:sys enter wite
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= Get counter of # perf stat -e syscalls:sys enter wite \
Sys_enter_write trace dd if=/dev/zero of =out count=100
point for dd process 100+0 records in

= Get global counter of 100+0 records out
sys_enter wite 51200 bytes (51 kB) copied, 0.000300031 s, 171 MB/s
trace point

Perf ormance counter stats for
"dd i f=/dev/zero of =out count=100':

103 syscal | s:sys _enter _wite
0. 001036218 seconds tine el apsed

# perf stat -a -e syscalls:sys enter wite sleep 10
Per f ormance counter stats for 'system w de':
10024 syscal |l s:sys enter wite
10. 000604627 seconds tine el apsed
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= Get more details for # perf record -a -e syscalls:sys enter _read sleep 10
sys_enter_read trace Performance counter stats for 'system w de':
point with the “perf 10024 syscal | s:sys_enter wite
record” and “perf 10. 000604627 seconds tine el apsed

report’ commands

# perf report

Sanpl es: 5K of event 'syscalls:sys enter read', Event
count (approx.): 5030

99. 40% dd libc-2.15.s0 4G libc_read
0.20% rsyslogd |ibpthread-2.15.so0 x0000000000011f98
0.12% sshd |[|ibc-2.15.s0 3@ _ _libc_read
0. 10% bash 1|ibc-2.15.s0 3@ __ _libc_read
0. 06% crond |libc-2.15.s0 3@ _ _libc_read
0. 06% dd 1|d-2.15.s0 read
0.04% sendmail 1ibc-2.15.s0 ~d_ libc_read
0. 02% sleep 1d-2.15.s0 read
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" Crash extension: # crash dunp vnli nux

trace.so crash> extend trace. so

" Can call trace-cmd crash> trace dunp -t

under the covers _
crash> exit

" Can dump the (main)

trace buffers into file
# trace-cnd report trace. dat

s390t est-704 [000] 105735.659376: s390test eventl: val =1
s390t est-704 [000] 105736.659385: s390test eventl: val =2

®" Then trace-cmd is
used to format trace
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# cd /sys/ kernel /debug/tracing/
# echo "do I RQ generic_handle irq geth_qdi o_output _handler"” > set ftrace filter
# echo function_graph > current _tracer

# echo 1 > events/net/netif receive skb/enabl e

# cat trace_pipe
0)
0) 1.949 us
0)
0)
0) + 12.555 us
0) + 32.872 us

65

do_I RQY) {
generic_handle_irq();
get h_qdi o_out put _handl er () {

/* netif _receive_skb: dev=et hO skbaddr=31589700 | en=52 */

}
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Tracepoints - Combine different trace systems

" There are several subsystems within the kernel stack that have a relation

" Tracepoints can show processing through the stack

66

net

skb

geth

block
scsi block
zfcp dasd
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Tracepoints - Combine different trace systems (network)

echo 1 > irg/enable
echo "name==Al0O" > irqg/filter # only trace async interrupts
echo 1 > skb/enabl e

echo 1 > net/enabl e

H OHF O H O H O H

cat ../trace_pipe
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/* | nbound data avail able */

<idle>-0 1366.023268: irq_handler_entry: irg=3 nane=Al O

[* Start polling - napi schedule */

<idle>-0 1366.023270: softirg_raise: vec=3 [acti on=NET_RX]

<idle>-0 1366.023270: irq_handler _exit: irq=3 ret=handl ed

<idle>0 1366.023271: softirg_entry: vec=3 [acti on=NET_RX]

/* qgeth polling function - invokes napi_gro receive */

<idl e>-0 1366.023277: napi _gro_receive_entry: dev=ethO napi _i d=0x0
queue_mappi hg=0 skbaddr=000000002f 15f 700 vl an_t agged=0
vl an_pr ot 0=0x0000 vl an_t ci =0x0000 pr ot ocol =0x0800 i p_summed=1
r xhash=0x00000000 | 4_rxhash=0 | en=100 data_| en=0 truesi ze=1024
mac_header _val i d=1 mac_header=-14 nr_frags=0 gso_si ze=0

/* Process receive buffer fromnetwork */

<idle>-0 1366.023280: netif _receive _skb: dev=et hO skbaddr=000000002f 15f 700 | en=100

<idl e>-0 1366.023292: softirqg_exit: vec=3 [action=NET_RX]

/* Copy received data to user space */

sshd- 681 1366. 023309: skb _copy_ datagram.i ovec: skbaddr=000000002f 15f 700 | en=48
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" TRACE EVENT: 1.292 bytes DECLARE_EVENT_CLASS(class)
— TRACE_EVENT(s390test_eventl) DEFINE_EVENT(class, s390test_eventl)
TRACE_EVENT(s390test_event2) DEFINE_EVENT(class, s390test_event?2)
" DECLAR E_EVE NT_C LASS TRACE_EVENT(s390test_event3) DEFINE_EVENT(class, s390test_event3)
— DECLARE_EVENT_CLASS:

952 bytes
— DEFINE_EVENT: )

Section 1 2 3 1C 2C| 3C 3-23C-2C
340 bytes ext 884 1556| 2228 884 952 1020, 672 68
.init.text 0 0 0 0 0 0 0 0
) .exit.text 0 0 0 0 0 0 0 0
ll%l - — .rodata.strl.2 86| 102 118 86 102 118 16 16
static struct ft ralaceieventiclass __att r%butei((ﬁ .rodata 28 48 68 28 28 28 20 0
<-used__)) attribute ((__section_ (".ref.data =
<-))) aent__?}ass_s?agﬁst_aentll: - .modinfo 0 0 0 0 0 0 0 0
fite fletse es0test eventl, Tfisics - { &(event __tracepoints_strings 16] 32 48] 16 32 48 16 16
e e e e eh_frame 302 608 832 392 392 392 224 O
<-_raw_init, .probe = ft r‘éce_r‘aﬁ_event_sBQGtgst_ev versions 1408 1408| 1408| 1408 1408 1408 0 0
<-entl, .reg = ftrace_event_re .perf_probe = per =
<-f_§ réce_sggete;t_evéntl,tT;;g;.t-asi: Esr'u:t ftgac _ .data 8 8 8 8 8 8 0 0
ittt e i D H e | — jump_table 24 48 72 24 48 712 24 24
S5 v closs saObtest_cventd, ovent funcs, data.rel.ro.local 0 0 0 0 0 0 0 0
<-nt_fmt = print_fmt_s390test eventl, }; static st ftrace events 8 16 24 8 16 24 8 8
<-ruct ftrace_event_call _ attribute_ ((__used )) — —
:- 7?“;;81{&6?((Se;:;iimé“jttrac%g%xeh?")))t’{_ie .data.rel.local 176 352| 528/ 176 320, 464, 176 144
@ T-STTTRSSISVEMES T Revemt soTRest svem -ref.data 72| 144] 216] 720 72 72| 72 0
<c Pos=<30764/30805, 0-1> 99% ascii=0 hex=0 __tracepoints_ptrs 8 16 24 8 16/ 24 8 8
= __tracepoints 56/ 112| 168 56| 112| 168 56 56
.gnu.linkonce.this_module 648 648 648 648 648 648 0 0
.bss 16 16 16, 16 16 16 0 0
Memory in bytes 3830, 5114/ 6406/ 3830 4170 4510 1292 340
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" Tracepoints: per-CPU buffer for each online CPU
" s390dbf: One global buffer per debug feature

" “Tracepoints buffer size” = “s390dbf buffer size” | “online CPU count” ?

— Probably not
— TP will consume more memory
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tracepoints

TRACE_EVENT(s390t est _event 1,
TP_PROTQ(unsi gned | ong _val),
TP_ARGS( _val),

TP_STRUCT __entry(
__field(unsigned I ong, val)

)
TP_fast _assi gn(

__entry->val = val;
)
TP _printk("val =% u", __entry->val)
)
static void tp_int(void)
{
unsi gned |l ong i;
for (i = 0; i < loops; i++)
trace s390test event 1(i);
}

72

s$390dbf
static void dbf_int(void)
{
debug i nfo_t *dbf;
unsigned long i;
dbf = debug register(“s390test”, 1,
1, sizeof(long));
for (i =0; i < loops; i++)

debug_event (dbf, 2, & , sizeof(i));

Test case:
Trace “unsigned long” value
100.000.000 times
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" Test case: Trace “unsigned long” value (100.000.000 loops)
" Used perf tool with s390 hardware counters

" Test System:
— LPAR on EC12
— Linux 3.14
—gcc4.34

" CPUs on same Chip

" Disabled trace:
— s390dbf: “if (level)” -> 2 cycles
— TP: jumplabel NOP -> 1 cycle
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Comparison - Performance

Threads |Instr |Cycles
4 596 537
4 127, 2575
3 596 532
3 123 1789
2 595 531
2 118 853
1 595 531
1 116 179

Threads

A

M s390dbf
mTP

N

=Y

o

500 1000 1500 2000 2500 3000

Cycles per call (less is better)

" s390dbf single threaded: 3 x faster

" s390dbf spinlock: Cachline pingpong consumes cycles

" How likely is lock contention?

74

© 2014 IBM Corporation



75

Not 100% clear
If there is userspace that exploits tracepoints, it is considered as ABI
If there is no “known” userspace, tracepoints can be changed and removed

With libtracevent it should always be possible to add new fields to events
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Comparison
Category

One common trace mechanism

Trace streaming

Per-CPU buffers

Memory consumption buffers
Memory consumption static

Single copy of structures, not
intermediate buffer necessary

Single thread costs

Multi thread costs
Disabled tracepoint costs
Dump support

Combine other tracers with
tracepoints

Combine different trace
subsystems

Tooling
Lines of code per trace point
TP are ABI?

76

s390dbf Tracepoints

>
o

yes

531 cycl es

mai n buf f er

sever al

no yes/ soneti nes
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API for boot time:
— Allow to create instances (equivalent to debug areas)
— Allow to enable tracepoints in instances
— Allow to set event filters for instances (to separate s390dbfs)
* E.g. for each new device a new set of tracepoints
* Fast enough?

Memory usage:
— Single buffer option for slow traces?
— Single backend buffer behind per-CPU buffers?

crash trace plugin: trace.so
— Allow to access instances

Increase single thread performance?
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Thank youl!
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